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Procedure for Exercising Rights Related to Personal Data
This procedure sets out the conditions and manner in which natural persons whose personal data is processed by SOF Connect AD (hereinafter: “SOF Connect”, “the Company”) may exercise their rights under the applicable personal data protection legislation.
All capitalized terms have the meanings given to them in Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 (“GDPR”).
Rights that the Data Subject May Exercise
The General Data Protection Regulation provides the following rights to individuals in relation to the processing of their personal data:
1. Information right (Articles 13 and 14 of the GDPR);
2. Right of access to personal data (Article 15 GDPR) – confirmation as to whether personal data concerning the data subject is being processed and, if so, access to the data and information;
3. Right to rectification of inaccurate or incomplete personal data (Article 16 GDPR);
4. Right to erasure, the “right to be forgotten”, of unlawfully processed personal data or where the legal basis no longer exists (Article 17 GDPR);
5. Right to restriction of processing where there is a legal dispute between the controller and the individual until it is resolved, or for the establishment, exercise or defense of legal claims (Article 18 GDPR);
6. Right to data portability, where personal data is processed by automated means based on consent or contract. The data is provided in a structured, commonly used and machine-readable format (Article 20 GDPR);
7. Right to object to the processing of personal data (Article 21 GDPR);
8. Right not to be subject to a decision based solely on automated processing, including profiling, which produces legal effects concerning the individual or significantly affects them (Article 22 GDPR);
9. Right to lodge a complaint with the Commission for Personal Data Protection or a court if you believe your rights under the GDPR have been violated.
Procedure for Exercising Personal Data Rights
1. Data subjects may exercise their rights under this procedure by submitting a request for the exercise of rights related to personal data protection. The request must include at least the following information:
- Identification details of the person making the request;
- Contact details – address, phone number, email;
-Description of the request and preferred method of receiving a response;
- Date and signature.
2. For convenience, a template Request for Exercising Rights in relation to the processing of personal data to SOF Connect AD is attached to this procedure.
3. Requests may be submitted in the following ways:
i. Electronically, to the email address: dpo@sof-connect.com in accordance with the Electronic Document and Electronic Certification Services Act;
ii. By courier to the address: Sofia 1540, 1 Christopher Columbus Blvd., “Vasil Levski” Airport – Sofia, to the Data Protection Officer;
iii. In person, at: Sofia 1540, 1 Christopher Columbus Blvd., “Vasil Levski” Airport – Sofia.
4. Data subjects may submit their request personally or through an authorized representative with a notarized power of attorney.
5. Upon receipt of a request, SOF Connect provides information on the actions taken within one month. If necessary, this period may be extended by two additional months, taking into account the complexity and number of requests.
6. The Company provides information only after proper identification of the individual. SOF Connect may request additional information necessary to confirm the identity and authorization of the data subject when there are reasonable doubts about the identity of the person submitting the request.
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